NAMATKA
«O MEPAX BE3OMACHOI'O UCNOJIb3OBAHNA BAHKOBCKUX KAPT»

CobrnitofeHne pekomeHaauni, cogepxalumxcs B MamsTke, No3BonuT o6ecneynTs MakcMmarnbHY COXPaHHOCTb
GaHkoBCKOW kapTbl, ee pekBuauToB, MNH 1 gpyrux OaHHbIX, @ Takke CHU3UT BO3MOXHbIE PUCKM MPU COBEPLUEHUU
onepaumii ¢ Ucrnosb3oBaHnem GaHKOBCKOM kapTbl B GaHkoMate, npu 6e3HanuyHoi onnate TOBapoB M YCNyr, B TOM
yncne Yepes ceTb NHTepHeT.

O6wue pekomeHAaLUn

1. Hukorga He coobwavite NMUH TpeTbmm nvuam, B TOM 4ucie poACTBEHHMKAM, 3HAKOMbIM, COTPYAHMKaM
KpeauTHOWM opraHm3aumu, kaccupam 1 nuuam, nomorawLmm Bam B ncnonbsaoBaHum 6aHKOBCKON KapThl.

2. MNH Heob6x0AMMO 3aMOMHUTL UMK B CriyYae, ecnn 3TO ABMSETCS 3aTPYAHUTENbHbLIM, XPaHUTb ero OTAENbHO
OT 6aHKOBCKOM KapTbl B HESIBHOM BMAE W HEOOCTYMHOM ANSA TPETbUX ML, B TOM YMCre pOACTBEHHUKOB, MECTE.

3. Hukorga Hv npm kakmx obcToaTenbCcTBax He nepefaBanTe 6aHKOBCKYIO KapTy AMs UCMOMb30BaHUS TPETbUM
nuuam, B TOM Yncre poacTBeHHWkaM. Ecnu Ha 6aHKOBCKOWM KapTe HaHeceHbl hamunns n nmst unsmnyeckoro nuua, To
TONbKO 3TO (hm3anyeckoe NULIO UMEET NpaBo UCNOMb3oBaTb 6aHKOBCKYIO KapTy.

4. Mpwn nonyyeHmnn 6aHKOBCKONM KapTbl pacnuMTeCb Ha ee 0BOPOTHOW CTOPOHE B MecTe, NpeAHasHa4YeHHOM
Ans noanucu gepxartens 6aHKOBCKOW KapTbl, €Cnv 3TO NPedyCMOTPEHO. 3TO CHU3UT PUCK MCNOMb30BaHMSA
6aHkoBCKOW kapTbl 6e3 Baluero cornacus B criyyae ee ytparhbl.

5. byabTe BHMMaTEnbHbl K YCMOBUSIM XPaHEHWS M UCnonb3oBaHus GaHKOBCKOW kapTbl. He noagepravTe
GaHKOBCKYHO KapTy MEeXaHW4YecKMM, TeMnepaTypHbiM W 3NEeKTPOMarHWTHbIM BO3OENCTBUSIM, a Takke wusberante
nonagaHus Ha Hee Bnaru. BaHKOBCKy KapTy HEmnb3si XpaHWTb PSAgoOM C MOOWMbHbIM TenedoHOM, ObITOBOW U
OUCHOWN TEXHMKOWN.

6. TenedoH KpeaWTHOWM OpraHu3auum - aMUTEeHTa GaHKOBCKOW KapTbl (KPeOUTHOW OpraHv3auuu, BblAaBLUEn
GaHKOBCKYIO KapTy) ykasaH Ha 06opOoTHON CTOpoHe GaHKOBCKOW kapTbl. Takke Heobxoammo Bcerga nmetb npu cebe
KOHTaKTHble TenedgOoHbl KpeaWTHOW opraHvM3aumm - ammteHTa GaHKOBCKOM KapTbl M HOMep OaHKOBCKOW KapTbl Ha
ApYrmx HocuTensax nHopMaLmn: B 3annCHON KHDKKE, MOBUNBHOM TernedoHe n/unu Apyrux HocuTensax uHdopmawmu,
HO He psaoM ¢ 3anuckto o MAH.

7. C uenbio npegoTBpalleHNss HenpaBOMEpPHbIX AENCTBUA MO CHATUIO BCEN CyMMbl OEHEXHbIX cpeicTB C
GaHKOBCKOro cyeTa LenecoobpasHO YCTaHOBUTb CYTOYHBLIN NIMMUT Ha CyMMy onepauui no GaHKOBCKOW KapTe U
OAHOBPEMEHHO NOAKMIYNTE SMEKTPOHHYIO YCMYry ONoBeLLEeHNs O NPoBeAeHHbIX onepauunsx (Hanpumep, onoBeLleHne
nocpeacTBoM SMS-cooBLLEHMIN NN UHBIM CTIOCOBOM).

8. lMpu nonyyeHnn npocbbbl, B TOM YMCre CO CTOPOHblI COTPYAHMKa KpeauTHOW opraHv3auuu, coobwmTb
nepcoHanbHble AaHHble unu nHdopMauuto o 6aHkoBckon kapTe (B Tom yncne NUH) He cooblanTte ux. MNepe3BoHuTe
B KpEOUTHYIO OpraHM3aumio - IMUTEHT BaHKOBCKOW KapTbl (KpeOUTHYH0 OpraHM3aumio, BblAaBLUuyto GaHKOBCKYIO KapTy)
1 coobLumTe 0 JaHHOM dakTe.

9. He pexomeHayeTCcA oTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KpeOuTHOW opraHusauuu (B
TOM 4uUCne KPeaUMTHOM opraHv3aumMm - 3MuTeHTa OaHKOBCKOM KapTbl (KpeAWTHOW opraHv3aumuv, BblOaBLUEWN
GaHKOBCKYIO KapTy)) NpegnaraeTcs NpefocTaBnTb NepcoHanbHble AaHHble. He cnegyvite no "ccbinkam", ykasaHHbIM B
nMcbmax (BKIMHOYas CChINKM Ha CaiT KpeauTHOWM opraHm3aumm), T.K. OHM MOTYT BECTM Ha CalTbl-OBONHUKM.

10. B uensix HpOpMaLMOHHOIro B3aMMOAENCTBUSA C KPEOUTHOW OpraHnsaumen - SMMTeHToM 6aHKOBCKOWM KapThbl
(kpeauTHOWM opraHM3aumu, BblgaBLIen GaHKOBCKYHO KapTy) peKOMeHOYEeTCS UCMONb30BaTh TONBKO PEKBU3UTLI CPEACTB
cBA3N (MOOUNbHBLIX M CTAUMOHapHbIX TenedgoHoB, ¢akcoB, MHTEpaKTMBHBLIX web-canToB/mopTanos, OObIMHOW W
3MNEKTPOHHOM MOYTbl M Mp.), KOTOpble YyKasaHbl B [OKYMEHTaX, MOMyYEeHHbIX HEMOCPEACTBEHHO B KpPeaWUTHOW
opraHu3auum - aMmTeHTe 6aHKOBCKOM KapThbl.

11. NomHuTe, 4TO B cnydae packpbiTusa NMNH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6AHKOBCKOW KapTbl CyLLECTByeT
PUCK COBEpPLUEHUS HENPaBOMEpPHbIX AEUCTBUI C AeHEXHbIMU cpeacTBaMu Ha Baliem 6aHKOBCKOM cyeTe CO CTOPOHbI
TPETbUX NKL.

B cnyvae ecnu umelotca npepnonoxeHuns o packpbitum [MH, nepcoHanbHbIX AaHHbIX, MNO3BOMSOLLMX
COBEpPLUMTb HenpaBoOMepHble AeNcTBMA C Bawwmm 6GaHKOBCKMM cyeTOM, a Takke ecnu 6aHKoBckas kapta Obina
yTpayeHa, HeobXoOMMO HeMedneHHO o6paTUTbC B KPEeOUTHYK OpraHu3auuio - 3MUTEHT OaHKOBCKOW KapThbl
(kpeauTHyt0 opraHusaumio, BblaasLUuyto 6aHKOBCKYO KapTy) U criefoBaTth yKasaHusM COTPYAHWKa AaHHOW KpeauTHON
opraHusauuun. [1o MoOMeHTa obpalleHnss B KpeOUTHYK OpraHnsauuio - SMUTEHT GaHKOBCKOW kapTbl Bbl HeceTe puck,
CBSA3aHHbIA C HECAHKUMOHMPOBaHHbLIM CrucaHvem AeHeXHbIX cpeacTB ¢ Bawero 6aHkoBckoro cyeTa. Kak npaswuno,
COrnacHoO ycroBusiIM OOroBopa C KpeouTHOW opraHu3auuen - 3MUTEHTOM GaHKOBCKOW KapTbl OEHEXHbIE CPeacTBa,
cnucaHHble ¢ Bawero 6aHKkoBCKOro cyeta B pe3ynbTaTe HeCaHKLMOHMPOBAHHOMO 1CMnonb3oBaHusa Balen 6aHKoBCKOM
KapTbl OO MOMEHTa yBeOOMSIEHMSI 00 3TOM KpeouTHOW opraHusauum - 3MuTeHTa OaHKOBCKOW KapTbl, He
BO3MeLLaloTCS.

PekomeHpaumm npu coBeplueHUn onepauun
c 6aHKOBCKOM KapTon B 6aHKkoMaTe

1. OcylwiecTBnaAnTe onepauum C MUCMosfib3oBaHMEM OaHKOMATOB, YCTAHOBMEHHbIX B 6e30MacHbIX MecTax
(Hanpumep, B TrOCYyAapCTBEHHbIX Yy4ypexaeHusax, noapasgeneHnsax 6aHKoB, KpYMHbIX TOProBbIX KOMMMeEKcax,
rocTuHuUax, aspornopTrax v T.n.).

2. He ucnonb3yinte ycTponcTBa, koTopble TpebytoT BBoga MNH ana goctyna B noMelleHue, rae pacrnosioxeH
6aHkomar.

3. B cnyyae ecnu nobnu3octu oT OaHkOMaTa Haxo4ATCs MOCTOPOHHME nuvua, cnedyeT BbibpaTb Oonee
NOAXoAsLLee BPeEMs 411 UCMONb30BaHMA GaHKOoMaTa nnmM BOCMoNb30BaThCA APYrMM GaHKOMaTOM.



4. Tepen wucnonb3oBaHMeM 0OaHKkomMaTa OCMOTPUTE €ro Ha Hanuume LOMNONHUTENbHbIX YCTPOWCTB, He
COOTBETCTBYIOLUMX €ro KOHCTPYKLUMM W pacrnofiokeHHbIX B MecTe Habopa [MMH wn B mecTte (npopesb),
npeaHasHavYeHHOM Ansi npyvema kapT (Hanpumep, Hanmune HepoBHO YCTaHOBIEHHOM KnaBwuaTtypbl Habopa lMH). B
yKa3aHHOM Crly4ae BO3[AEpPXUTECb OT NCMONb30BaHNs Takoro 6baHkomara.

5. B cny4ae ecnu knaBmatypa WM MecTo Ans npuvema kapt 6aHkomaTta obopynoBaHbl OOMNOMHUTENbHBIMU
YCTPOMCTBAMWN, HE COOTBETCTBYIOLLMMU E€r0 KOHCTPYKLUMM, BO3OEPXKUTECH OT UCMONb30BaHUSI GAHKOBCKOW KapTbl B
AaHHOM 6GaHKomaTte M cooOWwmuTe O CBOMX MOOO3PEHMAX COTPYAHUKAM KPEeaAWTHOW opraHusaumm no TenedoHy,
yKkasaHHOMy Ha 6aHkomarTe.

6. He npumeHsiiTe cusmnyeckytro cuny, 4tobbl BCTaBUTb GaHKOBCKylO KapTy B GaHkomaT. Ecnn GaHkoBckas
KapTa He BCTaBNSETCS, BO3AEPXKUTECH OT MCMOMb30BaHNs Takoro 6aHkomara.

7. Habupante NMUH Ttakum obpasom, 4tobbl niogm, Haxogswmecs B HeNocpeacTBEHHOM 6GM30CTU, HE CMOIMK
ero yBuaeTb. [Npu Habope MNMNH npukpbiBanTe knaBuaTtypy pykon.

8. B cnyyae ecnu GaHkomaT paboTaeT HEKOPPEKTHO (Hampumep, LOMroe BpeMsi HaxoguTcs B pexume
OXMOaHus, CaMOMNPOM3BONIbLHO Mepe3arpyXaeTcsi), CrieayeT oTkasaTbCs OT MCMOSfb30BaHUSA Takoro OGaHkomara,
OTMEHUTb TEKYLLYIO onepaumto, Haxxas Ha knasmatype kHorky "OTmeHa", n goxxgaTbCs Bo3BpaTa 6aHKOBCKOM KapThbl.

9. MNMocne nonyyeHns HaNMYHbIX OEHEXHbIX CPeacTB B OaHKomaTte crneayeTt nepecumtatb GaHKHOTbI MOSIMCTHO,
ybeantbca B ToM, 4TO HGaHkOoBCKasi kapTa Obina Bo3BpalleHa 6aHkOMaToOM, 4OXAATbCA Bbi4ayn KBUMTaHUMM MpU ee
3anpoce, 3aTeM NoNoXnTb UX B CYMKY (KOLLereK, KapMaH) 1 TONbKO Nocrne 3Toro otxoautb oT 6aHkomaTa.

10. CrieqyeT coxpaHsaTb pacneyaTtaHHble 6aHKkOMaTOM KBUTaHUMW A58 nocnenyowen CBEepKM YKa3aHHbIX B HUX
CYMM C BbIMMUCKOWN N0 GAaHKOBCKOMY CYeTy.

11. He npucnywwuBanTecb K coBeTaM TpeTbMX fuu, a TakkKe He MpPUHUMaNTEe MX MOMOLLb MpU NpoBeseHun
onepauui ¢ 6aHKOBCKOW kapToi B 6aHKoMaTax.

12. Ecnu npu npoBegeHuuM onepauun ¢ GaHKOBCKOW kapTon B ©OaHkomate ©OaHkoMaT He BO3BpawaeT
GaHKOBCKYHO KapTy, cnegyeT NO3BOHWUTb B KPeOUTHYH OpraHusaumio no tenedoHy, ykasaHHOMYy Ha GaHkomarte, u
00BbACHNTL 06CTOATENBECTBA MPOM3OLLEALIEro, a Takke crnegyeT 00paTUTbCS B KPEAUTHYH OpPraHn3auuio - aMUTEHT
GaHKOBCKOWM KapTbl (KpeOuTHYIO OpraHu3auumio, BbloaBLlyl0 GaHKOBCKYO KapTy), KoTopas He Obina Bo3BpalleHa
6aHKomaToM, 1 fanee cnegoBaTh MHCTPYKUMSIM COTPYAHMKA KPEAUTHOWN OpraHu3aumm.

PekomMeHaauum npm ucnonb3oBaHUM 6AHKOBCKOM KapTbl
AnA 6e3HanM4yHOM onnartbl TOBApoOB U yCnyr

1. He ucnonb3yrite 6aHKOBCKME KapTbl B OPraHn3auusix TOProBnu 1 yCryr, He Bbi3bIBAKOLLNX JOBEPUS.

2. Tpebynte npoBegeHus onepaumi ¢ GaHKOBCKOM KapTol Tonbko B Bawem npucyTtcteun. 910 Heobxoanmo B
LensiXx CHWKEHWUA pucKa HernpaBOMEPHOrO MonyYeHust Balumx nepcoHanbHbIX OaHHbIX, YKa3aHHbIX Ha OaHKOBCKOW
KapTe.

3. lMNpun ncnonb3oBaHnM GaHKOBCKOW KapTbl ANs OnnaTtbl TOBApOB M YCNYr Kaccup MOXeT noTtpeboBaTb OT
Bnagenbua 6aHKOBCKOM kapTbl NpedocTaBuMTb MacnopT, nognucatb yek unu seectn MUH. MNepen nHabopom MAH
cnepnyeT ybeouTbCcs B TOM, YTO MoaM, HAXOAsALWMECS B HEMOCPeACTBEHHOW BNM30CTKH, He CMOryT ero yeuaeTb. [epe
TEeM Kak nognucaTb Yek, B 06s13aTenbHOM NOpsSAKe NPOBEPbTE CYMMY, YKa3aHHYIO Ha Yeke.

4. B cnyyae ecnu npu nonbiTke onnatbl 6aHKOBCKOW KapTon nmena mMecTo "HeycnewHaa" onepauusi, cnegyet
COXPaHWUTb OOWUH 3K3EMMMISAP BblAAHHOrO TEPMUHANOM YeKa ANis NocneayloLen NpoBepKN Ha OTCYTCTBUE YKa3aHHOW
onepauun B BbINUCKE N0 HaHKOBCKOMY CYETY.

PekomeHpaumMu npu coBepLlueHUM onepaumnimi ¢ 6aHKOBCKOMN
KapToun Yyepe3 ceTb MHTepHeT

1. He ucnonbaywte NMWH npu 3akase ToBapoB 1 ycnyr Yepes ceTb VIHTEpHET, a Takke no TenedoHy/dakcy.

2. He coobuwiante nepcoHanbHble AaHHble unn nHopmaumio o 6aHkoBckor(om) kapTe (cyeTe) yepes ceTb
WuTepHeT, Hanpumep MWH, naponu goctyna k pecypcam 6aHka, Cpok OelcTBUsi 6aHKOBCKOW KapTbl, KPeAWTHbIE
NYMUTBI, UICTOPMIO OnepaLunin, NepcoHarnbHble AaHHbIe.

3. C uenbio npegoTBpalleHnss HenpaBOMEPHbIX AEWCTBUA MO CHATUIO BCEN CYMMbl AEHEXHbIX CPeAcTB C
6aHKOBCKOro cyeTa pekoMeHayeTcs Ans onnaTtbl NOKYNoK B ceTu NHTepHeT Mcnonb3oBaTb OTAENbHY 6aHKOBCKYHO
KapTy (Tak Ha3blBaeMyl BUPTYanbHYIO KapTy) C NpeaernbHbIM JIMMUTOM, NPeAHA3HAYEHHY TOMNbKO AN yKa3aHHON
Lenu 1 He NO3BOMSAOLLYIO NPOBOAUTL C €e UCMOoNb30BaHWEM onepauum B OpraHu3aLmsax TOproBnn U yCnyr.

4. CnepyeT Nonb30BaTbCA MHTEPHET-CaNTaMy TOSIbKO W3BECTHbLIX U MPOBEPEHHbIX OpraHn3auuin TOprosnun u
YCnyr.

5. Ob6szaTensHO ybeauTech B MpaBWUMbHOCTU aApeCcOB WHTEPHET-CAaWTOB, K KOTOPbIM MOAKMOYaeTeCh U Ha
KOTOpbIX cobupaeTecb COBEpLUMTbL MOKYMKW, T.K. MOXOXWe agpeca MOryT WMCMoNb3oBaTbCA AfS OCYLUEeCTBIeHMS
HernpaBOMEpPHbIX AENCTBUN.

6. PekomeHgyeTca coBepllaTb MNOKYNKM TOMbKO CO CBOEro KOMMbOTEPA B UEnsX CcoXpaHeHus
KOH(pMAEHUMANBHOCTN NEPCOHANbHbIX AaHHbIX U (MNK) nHdOpPMaLumn 0 6aHKOBCKOW(OM) KapTe (cueTe).

B cnyyae ecnu nokynka coBepLuaeTcs C UCNOMb30BaHMEM HYXXOro KOMMNbIOTEpa, He peKOMeHOYEeTCH COXPaHATb
Ha HEM MepcoHanbHbIE AaHHbIE U OpYryl0 MHOPMaLUUo, a Nocre 3aBepLUeHnst BCEX Onepauuin HyXHO ybeauTbcs,
4YTO MepcoHanbHble daHHble U Apyras uHdopmauma He coxpaHunuch (BHOBb 3arpy3uB B Gpaysepe web-cTpaHuuy
npoAasua, Ha KOTOPOM COBepLUANNCh MOKYMKK).

7. YcTaHoBMTE Ha CBOW KOMMNbIOTEP aHTUBUPYCHOE NporpaMmHoe obecneveHne 1 perynspHo npon3Boaute ero
O6GHOBNEHME U OOHOBMEHWE APYrMX WUCMONb3yemblx Bamu nporpamMmHbIX NpoayKTOB (OMepauMoOHHOM CUCTEMbI Y
MPUKNagHbIX NPOrpamMm), 3TO MOXET 3alnTUTL Bac oT NpOHWKHOBEHMS BPEAOHOCHOIO MPOrpaMMHOro obecneveHusl.



