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BBenenne

JanHbiil IoKyMeHT onmcbiBaeT mpoiieaypy Hacrpoiiku ISA (Internet Security Assistant) cepsepa
J171s1 pabOThl KOPIOPATUBHBLIX KJAUEHTOB ¢ cucremoii «iBank 2». ISA cepsep npeinasHadaercs Jijist
obecrieuennst THPOPMAIIMOHHOM OE30IaCHOCTH B CeTU OpraHu3anuu. Kro ucrio/ib30BaHne M03BOJIsSIeT
OT'PAHMIUTH JIOCTYII U3 ceTu OAHKOBCKUM cepBepoM «iBank 2», 3anperus gocryn ¢ nmpounx [P amgpe-
coB. Kpome Toro, ISA cepsep 103BoJIIET KOHTPOJIUPOBATL HOMEPA IIOPTOB, Ha KOTOPLIE Pa3pelleHbl
NI 3allpelieHbl COC/IMHCHN A, I/ICHOHB:SYGMBIG IIPOTOKOJIBI, & TaK2Ke COIEePzKNMOE HOCTyHaIOH_H/IX I1a-
KETOB.

Huzxe mopobHO paccMOTpEHBI KaK KOH(UTYpalys co3JaHHoro ISA cepeepa, Tak n HACTPOIKa yiKe
CYIIECTBYIOIIETO.
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IIpuanun oOpaboTK; 3aIpoOCOB

[Ipunnun 06paboTKK BHEMIHUX 3a1pocoB ISA cepBepoM MOXKHO IPEJCTABHTD C IIOMOIIBIO CIIEILYIO-
mieit 610K-cxeMbl (CM. puc. 1):

3anpoc
BHYTPEHHEro
KNueHTa

fa

ECTL Nu Npasuno npoToKonoe,
Janpewanwees NepecLInky
[AaHHOro 3anpoca?

Het

EcTk N1 NpaBuno NpoToKonos,
pa3spelualouiee nepeckinky
faHHoro aanpoca?

OTKNOHWTE 3aNpoc

ECTe N Npasvno y3nos u
COOEePXUMOTO, 3anpeLualluee i
nepeckInky AaHHOro 3anpoca?

Het

Het

ECTb N1 Npasuno yanoe n
COOEpKMMOTO, paspeluaroLlee
NepechbINky JaHHOro 3anpoca?

fa

EcTb nu douneTp nakeTos,
BRoKUPYIOWWA A3HHEIA
aanpoc?

BbINonHWTE MaplipyTu3auumo
Ha BLILECTOALMIA Cepeep

Oa

HanpasneH nu mapLupyt

MpUCYTCTBYET NK YKa3aHHLIA B
Hanpamyto B MHTepHeT?

3anpoce anpecar B KakoM-
nubo npaeune
MAPLIPYTAZaLAN?

Mony4nTe 00bexT

Puc. 1. Cxema 06pabOTKU BHEITHUX 3AIIPOCOB

Takum obpasom, st Hactpoiiku ISA cepBepa yist paboTsl ¢ cucremoii «iBank 2» Heobxommmo
BBITIOJTHUTH TTEPEUNCICHHBIE HUXKE JTeHCTBHUS.

L COS,ZLaTb olpeJesieHre IpoTOKOJIOB B CJIy4dae, €CJIM OHO HEe OBbLIIO CO31aHO paHee.
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e OTKIFOUUTDH IIpaBUJIa MIPOTOKOJIOB, 3ampernatoriue nepecbliky HTTPS 3zamnpocos u 3ampocos
Ha mopt 9091.

e Cosmarh mpaBUIO MPOTOKOJIOB, pasperraomiee nepeceliky HTTPS 3ampocos n 3ampocos Ha
ropt 9091.

e [IpoBepurs npaBmiia y3/0B Ha HAJUUIUE 3aIIPeTa JOCTYIA K OAHKY.
e Co3aTh MPABUIO Y3JI0B, Pa3peliaioliee MePEChUIKY 3alPOCOB.

e IIposepurs dpunprpanuio 1P anpecos.

[ToapobHo maHHBIE IEeHCTBHASA OIMUCAHBI B COOTBETCTBYIONINX Pa3Jiesax HUKe.
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Co3aganme onpegeseHns: IIPOTOKOJIOB
,HJIH CO3IaHus OIIpeIeJICHN A ITPOTOKOJIa BBIIIOJIHUTE CJIE/IYIOIINEe ,ZLefICTBI/IHI

1. B nepese komcosm ISA Management menkHuTe MpaBoil KHONKOW MBIININA [0 IIYHKTY
Protocol Definitions, B KoHTeKCTHOM MEHIO IOCJIEIOBATEIHLHO BbIOEpUTE MyHKTHI INew u
Definitions.

2. B okne mactepa New Protocol Definition ykaxxkure nmst onpeesienust mporokosia iBankIN
u Hazkmure KHouky Next (cm. puc. 2).

Mew Protocol Definition Wizard x|

Welcome to the New Protocol
Definition Wizard

This wizard helps you create a neww protocal definition.
Protocol definitions specify the low-level protocols and
port numbkers that connections use.

Protocaol definition name:

| iBsarkIh

To continue, click Mext.

= Hack I et = I Cancel

Puc. 2. Bajmanne uMeHn co371aBaeMOro MPOTOKOJIA

3. Ha crpanune Primary Connection Information ykaxkure mopr 9091, Tun mporokoa
HTTPS wu nanpasienune ocuoBaoro mnojkiodennss INCOMING. Haxwmure knonky Next
(eMm. puc. 3).

4. Ha crpanurie Secondary Connection Information ykakure, ucrojb3yer Jju MpOTOKOJ
JOTIOJIHUTEIbHBIE MOAKI0UeHus1. 11 paboThl cucrembl «iBank 2» momosHUTEIbHBIE TOIKIIO-
YeHUsl He HYXKHBI (CM. puc. 4).

5. Haxxmure knonky Next, a 3arem kuonky Finish g 3aBeprienust paboTsl MacTepa.

6. IloBropuTe onmcannble BhIIe omeparun u co3gaiite mporokos iBankOUT ¢ mampasiennem
ocuosHoro nouakaodenud OUTGOING.
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BUPUT

New Protocol Definition Wizard

Primary Connection Information
vwhich port number, protocol, and direction are used for the primary connection’?

[T

Puc. 3. Uudopmariusi 06 OCHOBHOM MOIKTFOIEHIT

New Protocol Definition Wizard

Secondary Connections
Select the =ettings for any secondary connections.

Puc. 4. Nndopmarlius 0 JOMOJHATETBHBIX TOIKITIOUEHITX
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HacTtpoiika mmpaBujia IpoTOKOJIOB

COB,D;aHI/Ie IIpaBunJia IIpoOTOKOJIOB

1. B nmepese konucou ISA Management 1ie/ikHATe TpaBoii KHOIIKON MbIn 110 y3;1y Protocol
Rules u B konTekcTHOM MEHIO ITOCTEI0BaTEILHO BhibepuTe myHKTHI New u Rules.

2. B okne macrepa New Protocol Rule Beeure nmst npasuia nporokosos (iBank2) u naxkmvu-
te kHONKYy Next (cMm. puc. 5).

New Protocol Rule Wizard... x|

Welcome to the New Protocol
Rule Wizard

Thiz wizard helps you create a new pratocol rule.
Protocol rules determine which protocols clients can use
and when.

Mote: Be sure to create new policy elements recuired by
the rule before you use this wizard,

Pratocal rule name:

iBank?

To continue, click Mext.

= Back I Mext = I Cancel

Puc. 5. 3ajanue umenu mpasuiia

3. Ha crpanune Rule Action ykaxkute, 4T0 JJaHHOE IIPABUIIO PA3PEIIAET MOJIKJIIOYEHU, BHIODAB
nyskT Allow, n naxxmure kHonky Next (cm. puc. 6).

New Protocol Rule Wizard x|

Rule Action
Specify how you weant the protocol rule respond to client requests.

Rezponsze to client requests to use protocol:

= Back I [Mext = I Cancel |

Puc. 6. Oupeneienne pazpemiaroriero mpaBuia
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4. Ha crpanune Protocols ykaxkure mpoToko/bl, K KOTOPBIM IPUMEHSETCA JAHHOE MPABUJIO
(HTTPS, HTTPS Server, iBankIN, iBankOUT). Haxkmure knonky Next (cm. puc. 7).

Mew Protocol Rule Wizard... |

Protocols
Select the protocols to which this rule applies.

Apply this rule to:

ISeIected protocols j

Protocols:

OHTTP - Selact Al
HTTPS

M =i
HTTPS Server Clear Al
iBankit
iBankoUT

Oice Ll

i

[~ Showe only selected protocals.

= Back I Mext = I Cancel

Puc. 7. Beibop mpoToKo/I0B IIpaBmia

5. Ha crpanure Schedule ykaxkure BpeMeHHOI IEPUO/I, KOIJIa IIPUMEHSIETCST CO3/IaBaeMoe Ipa-
B0, n naxkmure Next (cm. puc. 8).

MNew Protocol Rule Wizard... x|

Schedule
Select a schedule for applying this rule.

Use this schedule;

Description:

= Back I Mext = I Cancel

Puc. 8. Beibop pacrucanusi TpuMeHEHUs [TPABUJIA

6. Ha crpanune Client Type ykaxure, K KAKIM KJIHEHTaM IPUMEHSETCS IPABIIIO, U HAZKMUTE
Next (cm. puc. 9).
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New Protocol Rule Wizard... x|
Client Type
“You can specify client type by user name, group name, or [P address,

Apply the rule to requests from;

~ Specific computers (cliert address ets)

" Specific users and groups

= Back I Mext = I Cancel

Puc. 9. Beibop KIueHTOB, K KOTOPBIM ITPUMEHSIETCST TPABUJIO

7. B dunanpHOM OKHE MacTepa CO3JaHus IpaBuIa IpoToKosaa Haxkmure Finish.

Ecnu B MaccuBe neiicTByeT MOJUTUKA TPEAIPUATHUSI, TO Pa3PEIIaeTcs CO31aBaTh TOJBKO 3aIpelna-
IOIIKe IIPABUIA.

N3MmeHeHue mmpaBuja IIPOTOKOJIOB

AIMUHTCTPATOP MOXKET M3MEHUTh paHee CO3JaHHble TpaBuia. [t 9Toro oTkpoiite B nepeBe KOH-
cosim ISA Management jurajioroBoe OKHO CBOICTB IMpaBUJI MPOTOKOJIOB U BHECUTE HEOOXOIUMBIE
U3MEHEHUs, BBIIIOJIHUAB CJIEJYIOIIe JTeHCTBIS:

1. B nepese kouncosmm ISA Management Bribepute nyukT Protocol Rules.
2. Orkpoiite MeHto View u ormerbre Komauty Advanced.

3. B obsiacTu cBeeHUi MEJTKHUTE IPaBOil KHONKOI MBIIIN 110 Hy?KHOMY IMPABHJIY U B KOHTEKCT-
HOM MeHIO BbIOepuTe IyHKT Properties.

4. Ha 3akmnajake Protocol Bbimosinure ogH0 u3 coepyronmx Jeiicrsuii (eM. puc. 10):

(a) Ecsin npasmiio npejiosiaraercsi IIPUMEHsITh KO BCEM [IPOTOKOJIAM, JlazKe He OILpeJesIeH-
HBIM siBHO Ha ISA-cepmepe, BeIGepuTe ¢ momoribio crucka moss myukT All IP Traffic
(Bech IP-rpacduk).

(b) Ecsin tpebyercst IpUMEHUTH MPABUJIO TOJBKO K BBIODAHHBIM IIPOTOKOJIAM, BBIOEpHUTE C
IOMOIIBIO crincKa mojist nyHKT Selected protocols.

(¢) Ecsu Tpebyercst npuMeHUTb IpaBmio Ko Bcemy IP-tpaduky, 3a uckioueruem BbiOpaH-
HBIX IIPOTOKOJIOB, BbIOepuTe ¢ momoInbio crucka mojs nyakT All IP traffic except
selected.

5. B cayuae Boibopa Selected protocols uim All IP traffic excepted selected ormernTe B
crrcke Protocols o100 man HeCKOJIBKO ONpeaeseHuil TPOTOKOJIOB.
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BUDPUT

Ecnu myxHoro omnpepeseHus: MpoTOKOJa B CIIHCKE HET, CO3MAiiTe ero C MOMOIIbI0 KHOUKH INew

(cm. crp. b).

[Mockospky 1o ymosraanuio HTTPS 3ampockr pasperienbr, 0OBIMHO CO3/]aHUE IIPOTOKOJIOB OTPaHU-

quBaeTca moproM 9091.

iBnakRule Properties 2=

General | Action Protocol |Schedule| Applies To |

Thiz rule applies to:

ISeIeded praotocols j

Pratocols:

COFTF Server | Select & |

O Sopher

[H.323 Pretacol |

D HTTP Clear &l
HTTPS

HTTPS Server

j Details... |

[~ Show only selected protocols

Ok I Cancel | Apply

Puc. 10. Hacrpoitka mpaBmsi IpoTOKOJIA

10
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Cozaame nmpaBuja y3JI0B U COAEP2KMMOTO

1. B nmepese koncosim ISA Management 1iejikHATe TPABON KHOIIKOM MBIIIH 10 MyHKTY Site
and Content Rules u nocremosarensio Boibepute mynktsl New u Rule.

2. B macrepe coznmanus npasui y3/0B u cojepkumoro New Site and Content Rule Brejure
UMsl CO3/IaBAEMOro NpaBuia u Haxkmure KHOKy Next (cm. puc. 11).

New Site and Content Rule Wizard =l

Welcome to the New Site and
Content Rule Wizard

This wizard helps you create a nevy site and contert
rule. Site and content rules determine whether and when
specified users can access content on specific
destinations.

Mote: Be sure to create new policy elements recuired by
the rule before you use this wizard.

Site and content rule name:

iBankRule

To continue, click Mext.

= Back I Mext = I Cancel

Puc. 11. 3aganne nuMeHn HOBOrO IIpaBUIIa,

3. Ha crpanune Rule Action ykaxkure Tun npasusia (pasperiaioriee UM 3alperiaoniee) u
nakmute Kaonky Next (cm. puc. 12).

New Site and Content Rule Wizard x|
Rule Action —
Select the type of action this rule performs. B =
2E]

Reszponse to client requests for access:

) Al
= Deny

[ I HTTP request, redirect reguest to this site:

Example: hitp: Mwidgets microsoft.com

= Back I Mext = I Cancel

Puc. 12. Oupenenenne tuna npaBuia

4. Ha crpanure omnpenenenus Kondurypanun npasuia Rule Configuration seibepure BapuanT
npuUMeHeHust npaBmia (cM. puc. 13):

11
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e x omnpejesentbM y3iaMm (Deny access based on destination);
e 110 pacuucanuio (Deny access only on certain times);
e k koHkperHbIM KimenTaMm (Deny selected clients access to all external sites);

e JpyToii, moak3oBaTenbekuit BapuanT (Custom).

Haxxmure xknonky Next.

New Site and Content Rule Wizard x|
Rule Configuration —
Thiz rule can apply to destinations, schedules, clients, or all three. B B
2=
If ywiouw don't specify clients or & schedule, the rule will alvays apply to all clients. Select the type
of rule you want to creste:
{* Deny access based on destination
{~ Deny access only at certain times
(" Deny selected clients access to all external sites
" Custom
= Back I Mext = I Cancel |

Puc. 13. Boibop BapuanTa IpuMeHEHUS ITPABUIA

Ecnu B MmaccuBe geficTByeT MOMUTUKA IMPEIITPUSTHST, MOXKHO CO3/IaBaTh TOJHKO 3AIIPEIIAioNIne Ipa-
BUJIA.
Hasnauenne IIOJAMHO2KeCTBa aJipeCcaToB [AJId IIPpaBUJia y3JIOB U COAEP2KUMOTI'O

1. B nmepese koucosmm ISA Management e/ iKHUTE JIEBOI KHOIIKON MBIIIH 110 y3iy Site and
Content Rules.

2. Orkpoiite meHio View u ormerbre Komany Advanced.

3. B obsactu cBesienuii mMeJIKHUTE IPABOM KHOIIKOM MBIIIH 110 HY?KHOMY IPABUJIY U B KOHTEKCT-
HOM MeHIO BbiOepuTe myHKT Properties.

4. Ha sakmnagxke Destinations sreiGepure neobxoquMoe 3HadYeHHE € HOMOIIBIO CIHCKA II0JIA
Selected destination set (cum. puc. 14).

5. B cayuae Beibopa Selected destination set wiu All destinations except selected set B
moste Name yKaKuTe MO IMHOYKECTBO aIPECATOB.

12
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NewRool Properties ﬂll

General Destinations |Sc:hedule | Action | Applies To | HTTP Contert |

This rule applies ta:

Iame: I j ey

Description:

Destinations included in set:

MNamelP Range Path

Ok I Cancel | Apply |

Puc. 14. Boibop ajpecaros s mpaBujia y3J0B U COIEPKUMOrO

13
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Hactpoiika dnasrpa IP-nmakeTron

Co3nanne duiabrpa IP-mnakeron

1. B xoncomm ISA Management menkHuTe mpapoii KHONKO#M wmbimu mo nyHkTy 1P Packet
Filter u B oTKpBIBIIIEMCSI KOHTEKCTHOM MEHIO ITOCIEI0BATEIHHO BBIOEpHUTE MyHKTHI INEW H
Filter. B okue macrepa New IP Packet Filter Beenure ums HoBoro ujibTpa U HAXKMUTE

knonky Next (cum. puc. 15).

New IP Packet Filter Wizard x|

Welcome to the New IP Packet
Filter Wizard

This wizard helps you create a new IP packet fiter on
this array. IP packet fiters control permizsions for
incoming and outgoing packets from IS4 Server.

IP packet fitter name:

iBankFiter

To cortinue, click Mext.

= HEEh I Mext = I cancel |

Puc. 15. Bamanue numenn duibTpa

2. Ha crpanurne Servers ykaxkute, Hy>KHO Jint ipuMeHsATb GuibTp [P-takeToB ko BceMy MaccuBy

ISA-cepBepoB M TOJIBKO K OJHOMY CEPBEPY.

3. Ha crpanune Filter Mode ykakute, paspemraet mwin 6/10KupyeT GUILTP TPOXOXKICHUE T1a-

KeToB (cM. puc. 16).

New IP Packet Filter Wizard x|

Filter Mode wl
YWou can creste a filter that allowes or blocks packet transmizsion between the P

adoresses, ports, and protocols you specify.

Create a fiker to:
& Bllovy packet transmission

= Block packet transmizsion

= Back I Mext = I Cancel |

Puc. 16. 3amanue pexxuma paboTsl puiibTpa

14



Cucrema «iBank 2» BUoUuT

4. Ha crpanune Filter Type Boibepure npepycraHoBIeHHbIA Tull puabrpa win nyHkT Custom
ISt cozslanust cobersennoro duibrpa (em. puc. 17).

New IP Packet Filter Wizard

Filter Type
You can specify ports and protocaols ina custom filker, or you can use the
seftings of & predefined fiter.

Puc. 17. Boibop tuna duisrpa

5. Ilpu BoiGope Custom na crpanune Filter Settings ykaxkure IP nporokosn (IP Protocol),
nanpasienne (Direction), sokansusiii (Local Port) u ynanennsiii (Remote Port) moprsr
dbuibrpa IP-nakeros (cm. puc. 18).

New IP Packet Filter Wizard

Filter Settings
Specify the protocol used, communication direction, and other fiter-specific
infarmation.

Puc. 18. Hacrpoiiku ¢huibrpa

6. Ha crpanune Local Computer ykazkure JOKaJIbHbIe KOMIILIOTEPHI, K KOTOPBIM OyIeT IpH-
MensaTbes buibrp [P-nakeros (cm. puc. 19).

7. Ha crpanune Remote Computer ykaxkute yaageHHBbIE KOMIBIOTEPHI, K KOTOPBIM OyIeT
npuMensiThest buabrp [P-makeros (cm. puc. 20).

15
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New IP Packet Filter Wizard

Local Computer
Select the IP address to which the IP packet fiter iz applied.

Puc. 19. Boi6op JIoKaJbHBIX KOMIILIOTEPOB

New IP Packet Filter Wizard

Remote Computers
Select the remaote computers to which the IP packet fiter is applied.

Puc. 20. Boibop yjajeHHbIX KOMITBIOTEPOB

Hacrpoiika nmporokoJia ajs duabrpa IP-nakeroB

1. Orkpoiite menio View un ormersre Komanay Advanced.
2. B nepese koucosim ISA Management seibepure nanky IP Packet Filters.

3. B obsiactu cBesieHUi IMIEJIKHUTE MPABOil KHOMKO#M MbIu 110 Guiabrpy [P-iakeToB, KOTOPBIit
TpebyeTcs: M3MEHNTD, U B KOHTEKCTHOM MEHIO BbiOepuTe myHKT Properties.

4. Tlepeiinure nHa 3akianky Filter Type.
5. BoimosmuTe oHO M3 caemyIonux AeficTBUiL:

e npocrasbre duiar B nojie Predefined u Beibepure Tpebyembrit puIbTp U3 CIUCKA,;

16
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e mnpoctaBbre Quiar B noje Custom u ¢ nmomorisio cuucka mosis IP protocol Beibepute
onuo u3 caemyionux suadenuii: Any, ICMP, TCP, UDP, Custom protocol.

6. Ecim s tuna duasrpa Custom BeIOpaH MPOU3BOJIBHBIN IIPOTOKOM (IIyHKT Any), ¢ momo-
mpto ciucka 1mojisi IP Protocol ykaxkure mnanpasienue: Inbound, Outbound win Both.

7. Ecnu s tuna duisrpa Custom Beidpan nporokoss ICMP, BreimostHuTE Cltefytorme meii-
CTBUS:

e C momoripio crimcka noJist Direction ykaxkure ojiHo U3 ciieyromux 3Hadennii: Inbound,
Outbound, Both.

e C mowmorpio criucka mnoJist Type Boibepure ojHo n3 ciepyionux 3uadenuit: All types
win Fixed type (ny1s 3nauenus Fixed type ssesure type number s nosie Number).

e C nmomompio cimcka 1mojist Code Boibepure onno u3 cieayomux 3uadennii: All Codes

wm Fixed Code (s 3navenus Fixed Code Beenure code number B mosie Number).

8. Ecaun mnia tuna dunbrpa Custom eoidbpan mporokon TCP, BeimosinuTe ciiegyroriue aeii-
CTBUSL:
e C mowmorpio crucka 1ojisg Direction Beibepute Inbound, Outbound win Both.

e C nomompio crimcka 1osist Local Port Beibepure All ports, Fixed port wim Dynamic.
Jis saavenus Fixed port sBBenure HOMep mopra B mojie Port Number.

e C nomorrpio crucka 1ojisi Remote Port Beibepure All ports win Fixed port. s

snadenusi Fixed port sBeegure nomep mopra B nosie Port Number.

9. Ecaun mia tuma duwisrpa Custom soiopan mporokon UDP, BoimosHuTe ciemgyromme aeii-
CTBUSL:

e C momomipio crmcka nojst Direction BeibepruTe oqui U3 cieayomux IyHKToB: Receive
only, Send only, Both, Receive send nimu Send receive.

e C nmomompio crimcka 1mosist Local Port Beibepure All ports, Fixed port wimm Dynamic.
Jnst snavenns Fixed port BeeanTe HOMep nopra B nosie Port Number.

e C nomorpio crimcka 1ojisi Remote Port seibepure All ports win Fixed port. s
snadenus: Fixed port sBegure nomep mopra B nojie Port Number.
ITpumenenune dpuaprpa IP-nakeToB K cepBepy

1. B nepese koncoimm ISA Management soibepure y3ei IP Packet Filters.

2. B obsacTtu cBemeHunii MeIKHATE MPaBOil KHOMKOW MMM 110 (buabTpy [P-mmakeToB, KoTOpBIit
Tpebyercsl U3MEHUTh, U B KOHTEKCTHOM MeHIO BbiGepuTe nmyHkT Properties (cm. puc. 21).

3. Ha zakimajike Local computers 3ajaiite JTOKaJIbHBII KOMIIBIOTED, K KOTOPOMY OyJI€T IpUMe-
HATbCsT huibTp (CM. puc. 22).

4. Ha 3akiiajgke Remote computers 3ajaiiTe ymaieHnble KOMIIBIOTEPHI, K KOTOPBIM OYIET IPU-
MeHSThCs PUIBTD (CM. puc. 23).

17
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BUDPUT

ISA Management

J&ction Wiew |Jﬂ=' -P||X||§“®

=181 x|
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